The Kinamik Secure Audit Vault is an
innovative software solution that
collects, secures and centralizes audit
information from different sources,
while providing irrefutable proof of
integrity. It helps organizations reduce
audit and compliance costs, mitigates
insider threats and provides for legal
admissibility and best-evidence in the
case of litigation.

Reduces costs in supporting GRC,
audit, e-discovery and forensics
processes

Deters fraud and reduces the risk
and impact of insider threats through
accountability beyond access control

Supports litigation in a Court of Law
by increasing the evidential weight of
electronic records

Meets or exceeds the most stringent
anti-tampering regulatory and best
practice data integrity measures (e.g.
PCI-DSS, FISMA, etc.)

the centralized repository for your sensitive data

Data governance, risk management, regulatory compliance and e-discovery
readiness are essential necessities for organizations in today’s business environment.
These efforts present a constant and ever-growing challenge for businesses: it is
increasingly costly and difficult to comply with regulations; insider threat is thriving;
and the ability to defend evidence for e-discovery processes is both expensive and
complex - failure to do so puts organizations at great risk.

Kinamik addresses these challenges by building a centralized Secure Audit Vault;
its underlying technology is capable of handling any continuously appending data
including audit trails (logs), digital video and audio surveillance and lawful intercept
data. The Kinamik Secure Audit Vault makes it simple to archive, retrieve, and
search information while keeping the data secure with the highest level of data
integrity. The solution can seamlessly handle a large number of data inputs from
different sources, including applications, databases, servers and networked devices.
Records contained in the Secure Audit Vault are kept in raw format, made tamper-
evident and secured down to the event level. Using a web-based interface, the
Kinamik Secure Audit Vault solution provides the ability to retrieve and analyze
trustworthy and irrefutable information whenever needed.

The Kinamik Secure Audit Vault eases and reduces costs associated with compliance
processes by centralizing sensitive information; it deters insider threat by providing
irrefutable accountability even to the most privileged users and provides best
evidence in case of litigation by unquestionably proving the integrity of secured
information.

The Kinamik Secure Audit Vault's lightweight agent collects
events from a variety of sources in real-time and feeds
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The integrity processing component of the Kinamik Secure
Audit Vault solution provides high-speed time stamping,

J hashing and chaining of audit trails. Strong encryption is
also provided by this component.

A file-based electronic records repository, secured down
to the event level and stored in a vault-like environment.
This protected storage capability makes data tamper-evident
over time.

l Designed to meet the specific requirements of auditors,
compliance officers and other personnel, this module
incorporates confirmation of integrity, business intelligence
capabilities (regular expression searches), reporting (Jasper
Reports) and exporting capabilities.

Specialized hardware security module peripherals provide
an option that is used to meet the highest levels of protection
for the Kinamik Secure Audit Vault's cryptographic keys.

Kinamik Secure Audit Vault - Product Architecture
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Kinamik Secure Audit Vault - Integrity Report Activity Graph and Auditing Console

Optional data encryption: using strong industry standard protocols for encryption,
all the data stored the secured audit vault can be rendered confidential, with strong
key management employed to allow each auditor to read only relevant information
to them.

Data Retention Policy tool: the Kinamik Secure Audit Vault allows the definition
of specific retention policies for each data source, enabling compliance with laws,
regulations and standards (e.g. PCI-DSS, HIPAA, Basel Il, SOX, MiFID, etc.)

Easy-to-interpret comprehensive integrity reporting: evaluate the trust-level of
data with one simple snapshot and pinpoint any integrity infringement down to the
event level.

Support for LDAP user management: the Kinamik Secure Audit Vault integrates
into existing Enterprise user management frameworks and is compliant with LDAP
and Active Directory.

Easy integration with reporting tools: easily export integrity data to Jasper Reports
for customized reporting.

Messages in transit compression: reduce bandwidth usage by compressing up
to 70% of the messages sent to the integrity processing component.

Archival and storage compression: reduce storage and archiving costs with the
Kinamik Secure Audit Vault's archiving compression capabilities, with up to 5:1
compression ratio.

File-based secure storage: dramatically reduced total cost of ownership achieved
by simplifying data management and eliminating the need for database licenses and
DB administrators.

High performance and scalable: Kinamik Secure Audit Vault's core technology is
capable of processing and securing up to 40.000 EPS (events per second)*

*kSecure signing capability. Results may vary depending on various factors such as system configuration.

#;o—.mun Kinamik technology protects digital records at rest or in flight from being altered. We
provide a Centralized Audit Vault repository for sensitive data that adds integrity and

25 authenticity at a fine grain level, creating in the digital world a level of evidence that
I S is analogous to paper-based records. Kinamik’s solutions deter, detect and demonstrate
B data manipulation to guarantee the authenticity and assurance of digital information.
Our mission is to bring a higher level of trust, accountability and privacy protection to
data in mission-critical industries that deal with large volumes of high-value data and

sensitive information. We provide advanced data integrity assurance capabilities to

=Y X=yN={ | industries such as financial, health, life sciences, transportation, public sector agencies
*JUDGES CHOICE® and IT hosting sectors.

Kinamik is a McAfee SIA Partner and a Sun Startup Essential Partner

Kinamik is a trademark of Kinamik Data Integrity, Inc. All other trademarks contained herein are the property of their respective
owners.

© 2011, Kinamik Data Integrity, Inc.

Three-tier architecture
J2EE + Spring
Fully clusterable

Encryption: AES 256

Symmetric cryptography: SHA-256

Asymmetric cryptography: RSA 1024+

Cryptographic implementation can be
tuned for security or performance by
authorized users as needed

Linux/UNIX

Solaris

Windows

Any Operating System that supports
Java

Syslog messages

Generic text files

JDBC applications

Log4J (for all Java applications
running on a 1.4 or later JVM)

Native BEA Weblogic 9

Native OpenSolaris Audit

Windows Event Log

Web Service-based feed for
connecting with third-party applications

Folder-monitoring feed for
automatically capturing text files

New platforms are constantly being
added and can be supported on
demand

HTTP invoker
JMS
HTTP/HTTPS
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