
Can you trust data affected by regulatory compliance,
insider threat and e-discovery?

Data governance, risk management, regulatory compliance and e-discovery
readiness are top necessities for organizations in today�s business environment.
These efforts present a constant and ever-growing challenge for businesses: it
is increasingly costly and difficult to comply with regulations; insider threat is
thriving; and the ability to defend evidence for e-discovery processes is both
expensive and complex - failure to do so puts organizations in great risk.

Kinamik addresses these challenges by building a centralized Secure Audit Vault
for all audit data. The Kinamik Secure Audit Vault makes it simple to archive,
retrieve, and search information while keeping the data secure with the highest
level of data integrity. Kinamik Secure Audit Vault can seamlessly handle large
number of data inputs from different sources, including applications, databases,
servers and networked devices. Records contained in the Secure Audit Vault
are kept in raw format, made tamper-evident and secured down to the event
level. Using a web-based interface, Kinamik Secure Audit Vault provides the
ability to retrieve and analyze trustworthy and future proof information whenever
is needed.

Kinamik Secure Audit Vault eases and reduces costs associated with compliance
processes by centralizing sensitive information, deters insider threat by providing
irrefutable accountability even to the most privileged users and gives best
evidence in case of litigation by unquestionably proving the integrity of audit
trails.

Secure Audit Vault

 Reduces costs in supporting GRC,
audit, e-discovery and forensics
processes

 Deters fraud and reduces the risk
and impact of insider threats through
accountability beyond access control

 Supports litigation in a Court of
Law by increasing evidential weight
of electronic records

 Meets the most stringent anti-
tampering regulatory and best
practice measures (e.g. PCI-DSS,
NIST, etc.)
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kFeeds

Kinamik Secure Audit Vault�s small agent collects

events from a variety of sources in real-time and feeds

them into kSecure using a secure channel.

Hardware Security Module (HSM)

An option used to achieve the highest level of protection

for the Kinamik Secure Audit Vault cryptographic keys.

kSecure

Integrity processing component of the Kinamik Secure

Audit Vault that performs high-speed timestamping,

hashing and chaining of audit trails. Strong encryption

is also provided by this component.

Secure Storage

Electronic records repository, secured down to the

event level. This protected storage  makes data tamper-

evident over time.

kAuditor

Incorporates confirmation of integrity, business

intelligence capabilities (regular expression searches),

reporting (Jasper Reports, etc.) and exporting

capabilities.

the centralized secure audit vault for your sensitive data

What is Kinamik Secure
Audit Vault?

Kinamik Secure Audit Vault is an
innovative software solution that
collects, secures and centralizes
audit information from different
sources, while providing irrefutable
proof of integrity. It helps
organizations reduce audit and
compliance costs, mitigates insider
threat and gives legal admissibility
and best-evidence in case of
litigation.

What are the business

benefits of Kinamik

Secure Audit Vault?
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 Data collection agents: Kinamik Secure Audit Vault�s agents collect and transmit
data in real-time through a secure encrypted channel, with advanced routing,
filtering and real-time monitoring capabilities.

 Messages in transit compression: reduce bandwidth usage by compressing up
to 70% messages sent to the integrity processing component.

 Optional data encryption: using strong industry standard protocols for encryption,
all the data existing in the secured audit vault can be rendered confidential, with
key management allowing each auditor to read only relevant information to them.

 LDAP user management: Kinamik Secure Audit Vault integrates into existing
Enterprise user management and is compliant with LDAP and Active Directory.

 TSA compatible: for achieving a higher level of security and integrity protection,
the Kinamik Secure Audit Vault is fully compatible with external time stamping
authorities (TSA).

 Data Retention Policy tool: Kinamik Secure Audit Vault allows the definition of
specific retention policies for each data source, enabling compliance with laws,
regulations and standards (e.g. PCI-DSS, HIPAA, Basel II, SOX, MiFID, etc.)

 Regular expressions text search within centralized repository: use web-based
search capabilities for an exact localization of specific text strings and expressions
within the secured data.

 Easy-to-interpret comprehensive integrity report: evaluate trust level of data
with one simple snapshot. Pinpoint any integrity infringement down to the event
level.

 Archival and storage compression capabilities: reduce storage and archiving
costs with the Kinamik Secure Audit Vault's archiving compression capabilities,
with up 5:1 compressing ratio.

 Easy integration with reporting tools: easily export integrity data to Jasper
Reports for customized reporting.

 High performance: Kinamik Secure Audit Vault�s technology is capable of
processing and securing up to 40.000 EPS (events per second)*

Architecture
3-tier architecture

J2EE + Spring

Fully clusterable

Supported platforms
 Linux/UNIX

 Solaris

 Windows

 Any Operating System that

supports Java

Supported feeds
 Syslog messages

 Generic text files

 JDBC applications

 Log4J (for all Java applications

running on a 1.4 or later JVM)

 Native BEA Weblogic 9

 Native OpenSolaris Audit

 Windows Event Log

 New platforms are constantly being

added and can be supported on

demand

*kSecure signing capability. Results may vary depending on various factors such as system configuration.

About Kinamik
Kinamik software protects digital records from being altered. We build a
Centralized Audit Vault for sensitive data with integrity and authenticity at a
fine granular level, creating in the digital world a similar level of evidence than
to traditional paper-based records. Kinamik deters, detects and demonstrates
data manipulation to guarantee the correctness of digital information.

Our mission is to bring a higher level of trust, accountability and privacy
protection to industries that deal with large volumes of sensitive information.
We address data integrity mainly in financial, health, government, and IT
hosting sectors.

Kinamik is a Sun Startup Essential Partner and an Oracle Partner

Technical features
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Channels supported

HTTP/HTTPS

Communication

protocols supported
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Burlap

HTTP invoker

JMS

Encryption: AES 256, RSA - 1024+

Hashing: SHA-256, SHA-512 and

beyond

Cryptographic

algorithms supported


